
 
  

 

   
 

Privacy Evaluation Report Card 

Technology / Project Name: CommsCoach 

Lead City Department: Disaster Preparedness and Emergency Communications 
Department (DPEC) 

Purpose: CommsCoach provides fully automated Quality Assurance of Emergency 
Communication Center calls and radio. It enhances dispatcher performance and ensures 
proper protocol compliance by developing and delivering trainings based off these real 911 
& radio dispatch calls. 

What is this? 

This report card shows how a specific technology or system aligns with the City’s Data 
Privacy Policy (AR8-39). It summarizes our review and development of internal privacy 
governance documents like the Privacy Impact Assessment (PIA) and Proposed Use Policy 
(PUP), stemming from the Privacy Evaluation process. 

How to use this 

Use this report card to understand how your personal data may be handled by this 
technology or system and where we’re meeting our privacy commitments. Your feedback 
helps us improve transparency and accountability in how we govern technology.  

 

Principle What This Means  Notes / how this project addresses it 

Transparenc

y 
We will always tell you 

what personal data we 

collect, why we collect it, 

who we might share it 

with, and how we protect 

it. You’ll be able to find 

this information online, 

including how our 

vendors handle your 

data. 

CommsCoach fully meets the requirements for 
transparency which are implemented Citywide.  
 
An entry in the City’s Digital Rights Platform is 
currently underway. 
 



 
  

 

   
 

Data 

Minimization 
We only collect the 

personal information we 

need to provide you with 

a service, product, or 

benefit. 

CommsCoach fully meets the requirements for 
emergency services. It only collects Computer 
Aided Dispatch (CAD) and Voice Logging 
Records (call and radio) data from emergency 
911 services. All data collected through these 
sources is necessary for CommsCoach to 
perform Quality Assurance evaluations and 
training activities. 
 
Data collection is appropriate for this use case. 

Retention + 

Disposal 
We only keep your 

personal data for as long 

as we legally need to or 

for the purpose we told 

you about, then we 

delete it securely. Data is 

deleted in line with our 

contracting terms and 

conditions (<60 days). 

Certificates of 

Destruction (CODs) are 

collected and stored. 

CommsCoach fully meets the requirements for 
data retention and disposal. Any data that is 
sent to Amazon Web Services (AWS) GovCloud 
that is not mapped to a 911 workstation is 
deleted within 24 hours. All data that is mapped 
to a 911 workstation is retained for the duration 
necessary to provide the training simulator and 
Quality Assurance. AWS GovCloud is a cloud-
based solution that is made just for U.S 
government agencies. It follows strict SOC2 and 
CJIS frameworks for protecting sensitive data 
collected. 

Data Sharing We won’t share your 

personal information 

unless it’s legally 

required or necessary to 

provide you products or 

services. 

CommsCoach fully meets the requirements for 
data sharing. No data is shared outside of the 
vendor (GovWorx) and the City of Long Beach 
(Fire Department, Police Department). The 
Proposed Use Policy includes protocols for data 
access for these Departments.  

Legal 

Compliance 
We follow all local, state, 

and federal laws that 

protect your personal 

information, and we 

update our practices as 

those laws change. 

CommsCoach fully meets the requirements for 
legal compliance with the California Consumer 
Privacy Act (CCPA), California Delete Act (SB 
262), and the Long Beach Data Privacy 
Guidelines Implementation Plan. 



 
  

 

   
 

Accountabilit

y 
We keep public records 

about how your data is 

used and protected, and 

we take responsibility if 

something goes wrong, 

including notifying you. 

CommsCoach fully meets requirements on 
accountability. The product contains an audit 
feature that allows Officer and Coordinator level 
personnel in DPEC to review who has accessed 
information.  
 
In the event of a security breach, the vendor will 
notify TID’s Data Privacy Office (DPO) 
immediately for remediation. 

Education & 

Training 
We train all staff on how 

to protect your personal 

information and make 

sure they know the 

protocols and 

responsibilities. 

CommsCoach fully meets requirements on 
training DPEC staff. 
 
New DPEC staff will undergo training upon 
completing Communications Training Officer 
school and will be required to complete 
quarterly trainings to stay up to date with the 
system.  
 

Data Equity We use your data in 

ways that are fair, 

inclusive, and help 

ensure all residents, 

regardless of 

background, are treated 

equally and without bias.  

CommsCoach fully meets requirements on 
equitable data usage. CommsCoach uses 
artificial intelligence (AI) to check how well 
telecommunicators are doing by asking clear 
yes-or-no questions. It's built on OpenAI 
technology, which can sometimes have bias 
(see the article below), however City staff are 
trained on recognizing bias in compliance with 
the City’s Generative AI Guidance Comms 
Coach iteratively improves its system using user 
changes, like fixing mistakes or overriding 
answers, and there's a feature that lets the 
system update rules automatically. 
 
https://help.openai.com/en/articles/8313359-
is-chatgpt-biased 
 



 
  

 

   
 

 

Part B   

Public Trust In public engagement 

sessions, residents 

mostly rated a “X” in 

response to the question, 

“"On a scale of 1 - 5, to 

what extent do you trust 

the City to be transparent 

and accountable in how it 

collects and uses 

personal data for the 

CommsCoach system. … 

and/or… expressed 

confidence in risk 

mitigation procedures. 
 
Plus a comment box. 

 

 

 



 

  

Privacy Impact Assessment Form 

  
Welcome to the Privacy Impact Assessment (PIA). This assessment is crucial for ensuring 
that City of Long Beach programs, projects, or technologies align with privacy laws and 
guidelines, including the Long Beach Data Privacy Policy, while addressing the privacy 
concerns of all stakeholders. Please follow these steps to complete the PIA accurately 
and thoroughly.   
  
What is a PIA? A PIA is a method for conducting an in-depth review of how data is 
collected and managed for a program, project, or technology.  PIAs identify the anticipated 
impacts that a project may have on the public’s privacy. A PIA asks questions about the 
collection, use, sharing, securing, governance, and access controls for data that is 
gathered when using a program, project, or technology. It also requests information about 
policies, training, and documentation that govern the use of the technology.  
  
General Instructions for Completing the PIA: Primer   

● Understand the Purpose and Gather Information:   
o This PIA helps identify and mitigate privacy risks, ensuring compliance with 

privacy laws, and fostering transparency with stakeholders.   
o Before starting, gather all relevant documentation, such as design 

documents and data flow diagrams, to inform your responses and facilitate 
a comprehensive assessment. Please consult the Privacy Evaluation Guide 
[LINK] for information on the entire privacy review process.   

● Review Each Section Carefully and Provide Detailed Responses:   
o Carefully read each section of the PIA to understand the specific questions 

being asked.   
o Provide thorough and precise answers, referencing relevant project 

materials when applicable. Use clear, concise language to enhance 
understanding and please avoid jargon unless necessary.    

● Reference Guidelines and Address Mitigation Strategies:   
o Where applicable, reference specific privacy guidelines, standards, or laws 

(e.g., local, state, national, or international regulations). When identifying 
privacy risks, describe the strategies and measures taken to mitigate these 
risks, ensuring that both technical and policy solutions are addressed.   

● Collaborate, Review, and Submit:   
o Engage with other City Departments, external stakeholders, and vendors 

as necessary to provide comprehensive responses. After completing your 



 

  

responses, review the document for accuracy and completeness, 
incorporating any feedback received before submitting it for approval.  

  
For information, support, or guidance with completing a PIA form, contact 
smartcity@longbeach.gov   
  

 
  

1.0 Summary & Project Justification  

1. Name of the program, project, or 
technology  

GovWorx  

2. Please provide a brief description of 
the objectives, purpose, and proposed 
uses, including justification for the 
project at this time.  

CommsCoach by GovWorx provides full automated Quality 
Assurance of ECC calls and radio. It also includes a simulator to help 
train new call takers and dispatchers  

2.0 Technology Overview and Data Handling   

3. Describe the program, project, or 
technology involved. 

CommsCoach uses audio from logging recorder and data from CAD 
to perform automated Quality Assurance evaluations and training 
activities.  

4. Describe the benefits of the 
program, project, or technology and 
provide any data or research 
demonstrating anticipated benefits for 
the City and its residents.    

Eliminates the hours of time spent manually reviewing a small 
percentage of calls and replaces it with aggregated data over high 
percentage of calls to improve performance.  

5. Describe how the program, project, 
or technology relates to the 
Department's mission.    

High performance emergency communications.  

6. Who will be involved with the 
deployment and use of the project?   

Project lead, IT, Trainer  

3.0 Use Governance Framework   

7. Describe the anticipated processes 
required for personnel to use or access 
the program, project, or technology, 
such as a notification, approvals, or 
check-in, check-out of equipment.    

Personnel will request and account from an administrator who will 
enable a login.  



 

  

8. List the legal standards or 
conditions, if any, that must be met 
before the program, project, or 
technology is used.   

CJIS  

 

9. Describe the training provided to 
users, either generally or specifically 
relevant to the program, project, or 
technology.   

Remote live training  

10. (Optional) Describe the roles and 
responsibilities of teams or  
individuals involved in overseeing the 
deployment and use of this program, 
project, or technology.     

  

4.0 Data Collection, Use and Management    

11. List the types of personal data 
being collected from this program, 
project, or technology and describe 
how it is collected.   

PII and limited CJI.  
  
GovWorx integrated with the Computer Aided Dispatch data to pull a 
limited number of structured fields along with the CAD  
Notes/Remarks. The Notes/Remarks contains the most sensitive 
information.  

12. Describe how the data will be used 
and for what purpose.   

Data is brought together with the call/radio audio and used as 
additional context for the system to run the evaluation.  

13. Describe the mechanisms in place 
for minimizing the inadvertent or 
improper collection of data and 
safeguards to protect data from 
unauthorized access (e.g., encryption, 
logging. etc.).    

All data is encrypted in transit and at rest with detailed audit of all 
access.   

14. Describe what information is being 
collected from sources other than an 
individual, including other IT systems, 
systems of record, commercial data 
aggregators, publicly available data 
and/or other City departments.    

CAD Incident Records  
Voice Logging Recorder - Call recordings and radio transmissions  



 

  

15. (Optional) Explain how individuals 
will be informed about the collection 
and use of their data, including the 
specific purposes for its use and how 
its use complies with relevant privacy 
laws.   

  

5.0 Data Storage, Security and Retention   

16. How will the data be securely 
stored?   

Data is encrypted at rest in the AWS GovCloud  

17. Describe the methods for ensuring 
data security and privacy.   

SOC2 and CJIS frameworks adhered to  

 

18. Outline the procedures for 
securely deleting improperly collected 
data.    

Any data that is sent to AWS GovCloud that is not mapped to a 911 
workstation is deleted within 24 hours. All other data follows a 
retention policy configured by customer  

6.0 Data Sharing, Access and Accuracy   

19. Why is data sharing necessary?    Data is needed to power the AI QA Evaluations  

20. List internal and external entities to 
the City that will share or access data.  

City ECC will share CAD and Voice Logging Data  

21. Explain how the project checks the 
accuracy of  
the information collected. If accuracy 
is not checked, please explain why.   

Data is compared against call transcripts and CAD data  

22. If operated or used by another 
entity on behalf of the City, provide 
details about project access and 
applicable protocols. Please link any 
contracts or memorandums of 
agreement that are applicable.   

n/a  

23. (Optional) If applicable, detail the 
procedures for individuals to access 
and correct their information.   

  

7.0 Compliance and Risk Mitigation   



 

  

24. List who is responsible for 
overseeing compliance with the 
overall use and management policies 
of the program, project, or technology.   

1. Communications Center Officer – will oversee overall project 
and receive reports from Coordinators. 
2. Operations Coordinator – will oversee compliance with use and 
management policies of the program; will work with the shift 
supervisors and trainers to add an additional layer of compliance 
across all shifts and employees. 
3. Systems Coordinator – will work closely with Operations 
Coordinator to oversee management policies of the technology. Will 
work with shift supervisors and trainers to troubleshoot any technical 
issues. 

25. What legal authorities, 
agreements, and privacy laws permit 
and define the collection and use of 
data, if any?    

1. Long Beach on Data Privacy 

2. CA Attorney General: California Consumer Privacy Act (CCPA) 

3. CA Consumer Privacy: California Consumer Privacy Act (CCPA) 

4. CA State Senate: California “Delete Act” (SBௗ362) 

26. Is there any aspect of the program, 
project, or technology that might raise 
public concerns about privacy or 
misuse of personal information?   

1. All training scenarios stay in house in the training labs. Any printed 
documents are kept for internal review and training. 
2. No concerns. Source voice and CAD data used for Quality 
Assurance is not redacted or scrubbed as it is important to allow the 
system to perform the QA evaluations on the unaltered source data 
as accuracy checks between audio and CAD are critical criteria. 
GovWorx take all necessary and required steps to protect the PII 
leveraging CJIS and HIPPA controls. Any PII used to automatically 
create training simulations for future use is automatically redacted. 

8.0 Monitoring, Accountability and Enforcement   

27. Explain how the program, project, 
or technology keeps a record of any 
disclosures of data made outside the 
Department.   
 
 
   

1.  All records will be entered and maintained by DPEC. 

2. Similar to subpoenas and PRAs, we would keep a log that lists 
the following:  

1. Requestor 

2. Phone Number 

3. Date of Request 

4. Completed By 

5. Call Number 

6. Call Date 

7. Material Requested 



 

  

8. Date Sent 

 

28. Is there a mechanism for 
personnel to report errors or violations 
related to protected information? If so, 
please explain. 

1. City and GovWorx AIS protect information. Security violations 
handled by TID 
2. Audit feature allows Officer and Coordinator to review who has 
accessed information. 

29. Describe the procedures for 
enforcement if an agency or 
authorized user is suspected of being 
or has been found to be in 
noncompliance with the laws and 
policies, including the entity’s privacy 
policy, when established.   

1. Procedures would follow Department Progressive Discipline 
process. 

2. Will collaborate with TID on third party audits 

 

  

  

  



 

   
 

  

Proposed Use Policy  

GovWorx Comms Coach 

Department: Disaster Preparedness & Emergency Communications (DPEC) 
Date of PUP Submission: 7/22/25 
 
Note: Certain technical or access control details have been redacted from this public version to 
protect the security and integrity of the system. 
 
1. Purpose 
 
CommsCoach by GovWorx provides full automated Quality Assurance of Emergency 
Communication Center calls and radio. It enhances dispatcher performance and ensures proper 
protocol compliance by developing and delivering trainings based off of these real 911 & radio 
dispatch calls. It also includes a simulator to help train new call takers and dispatchers and may 
potentially identify systemic issues with emergency response or training. CommsCoach uses audio 
from logging recorder and data from Computer Aided Dispatch to perform automated Quality 
Assurance evaluations and training activities. This technology will eliminate the hours of time spent 
manually reviewing a small percentage of calls and replaces it with aggregated data over high 
percentage of calls to improve training outcomes and performance. CommsCoach enables & 
supports DPEC with high performance emergency communications and will ultimately improve 
service delivery and public safety.  

 
2. Authorized Use 
 
Authorized use of CommsCoach is limited to quality assurance, professional development, 
emergency call taker training, workforce analytics, performance coaching, and operational 
improvement. Only trained personnel may use the system and must comply with this policy.  
 
The following uses are strictly prohibited:  

• Personal or non-operational use 
• Surveillance of individuals or groups without legal authorization 
• Use for unauthorized employee monitoring or unsubstantiated disciplinary purposes 
• Any use not expressly outlined in this PUP 

 
Authorized users include trained staff within the Disaster Preparedness & Emergency 
Communications (DPEC) Department, specifically: 

• Communication Center Officer 
• Communication Coordinators 
• Communication Center Supervisors 
• Communication Center Shift Supervisors 
• Communications Center Assistant Supervisors 
• Communication Training Officers 
• Public Safety Dispatchers 



 

   
 

  

 
These uses must have completed required training and received the appropriate clearance to access 
CommsCoach for quality assurance and/or training purposes.  
 
3. Data Collection 
 
CommCoach collects data from two primary sources: Computer-Aided Dispatch (CAD) Incident 
Records and audio recordings from the Voice Logging Recorder (VLR). These sources include 911 
calls and radio dispatch audio.  
 
Data actively collected through integrations with the CAD system and voice recording infrastructure. 
The system automatically ingests these records to enable AI-driven QA evaluations, professional 
development, and training workflows. 
 
Collected data includes personally identifiable information (PII) such as name, phone number, and 
address. It may also collect sensitive data such as medical symptoms or conditions along with 
criminal justice data such as warrants. 
 
All data is encrypted in transit and at rest with detailed audit of all access. Any data that is sent to 
AWS GovCloud that is not mapped to a 911 workstation is deleted within 24 hours to minimize 
exposure. 
 
4. Data Access 
 
[Some details in this section have been withheld to protect operational security] 
 
Access to CommsCoach shall be restricted to the following personnel described below: 

A. Public Safety Dispatchers 
B. Supervisors / Communications Supervisors 
C. Training Personnel 
D. DPEC Officer & Coordinators 
E. AWS GovCloud Data Center  

 
Listed personnel will request an account from the Operations and System Coordinators to access 
their dashboard and review key performance indicators. 
 
Reasons for Access: 

A. Automatic Evaluations 
a. The system automatically evaluates 100% of 911 calls, radio dispatches, and CAD 

records using agency-specific criteria, industry standards, and best practices. These 
evaluations help identify strengths and coaching opportunities for individual staff 
members. Supervisors can filter evaluations by incident type or disposition and 
assign targeted reviews when specific performance issues are identified. This 



 

   
 

  

approach streamlines quality assurance efforts, reduces the burden on training staff, 
and allows more time to focus on meaningful feedback and development. 

B. AI Simulation 
a. An AI simulation tool that uses real call data to create lifelike training scenarios. 

Unlike static scripts, these simulations respond in real time to a trainee’s actions, 
mimicking the emotional and unpredictable nature of real emergency calls. This 
interactive experience improves decision-making skills and adaptability under 
pressure. Simulations can be assigned immediately following an evaluation to 
reinforce key learning points, or accessed on demand by staff looking to sharpen their 
skills independently. 

b. The same evaluations can be run over these simulations as with real calls, ensuring 
consistency in training and assessment. Simulations can be consumed in two ways: 

i. Post-Evaluation 
1. After completing an evaluation, simulations can be sent directly to 

trainees. This enables them to immediately act on feedback and 
improve specific areas identified during a real-world assessment. 

ii. On-Demand: 
1. Simulations are accessible to anyone seeking to enhance their skill 

set any time. This flexibility allows trainees to practice and refine their 
abilities continuously, meeting their individual learning needs and 
schedules.

 
 
5. Data Protection 
 
[Some details in this section have been withheld to protect operational security and system 
integrity] 
 
CommsCoachs operates in AWS GovCloud using a predominantly serverless architecture.  
 
All data is encrypted in transit and at rest in the AWS GovCloud with detailed audit of all access. 
SOC2 and CJIS frameworks adhered to.  
 

CommsCoach follows the same secure development principles for configuration changes. All 
configuration changes are done with code. Please refer to Secure Development Policy - 
https://security.govworx.ai/resources.  
 
Physical Protection 

• Employee Data Center Access 
• Third-party Data Center Access 
• AWS GOVCLOUD Data Center Access 

 



 

   
 

  

Physical access to data centers is highly restricted, monitored, and only granted to authorized 
personnel under strict security protocols, in compliance with FedRAMP and CJIS requirements. 
 
** Third-party Security Attestation 
Third-party testing of AWS data centers, as documented in our third-party reports, ensures AWS has 
appropriately implemented security measures aligned to established rules needed to obtain security 
certifications.  
 
Intrusion Detection 
The system employs a real-time electronic intrusion detection system and monitoring tools to 
identify and respond to potential threats. Physical access is restricted to U.S. citizens with time-
limited access credentials.  
 
6. Data Retention & Disposal 
 
[Some details in this section have been withheld to protect operational security]  
 
Any data that is sent to AWS GovCloud that is not mapped to a 911 workstation is deleted within 24 
hours. All other data follows the City’s retention policy. 
 
7. Public Access & Transparency 
 
The Disaster Preparedness & Emergency Communications (DPEC) is committed to maintaining 
transparency in its use of the CommsCoach platform while safeguarding the privacy of individuals’ 
PII data and the integrity of emergency response operations. The City of Long Beach’s Digital Rights 
Platform can be found here: Digital Rights Platform. 
 
Requests for release of 911 audio can be submitted on the City of Long Beach City Managers 
Homepage. 
 
To learn more about how this technology works, visit the CommsCoach Digital Rights Platform entry 
CommsCoach. 
 
8.Data Sharing 
 
The purpose of sharing data is to power the AI Quality Assurance Evaluations. The Disaster 
Preparedness & Emergency Communications (DPEC) will share City Emergency Call Center and 
Computer Aided Dispatch (CAD) data with the following City Departments: 

• Fire Department (FD)  
• GovWorx 

 
9. Training 
 

https://long-beach.dtpr.guide/
https://www.longbeach.gov/citymanager/Office-of-Ethics-and-Transparency/public-records-requests/
https://www.longbeach.gov/citymanager/Office-of-Ethics-and-Transparency/public-records-requests/


 

   
 

  

The Disaster Preparedness & Emergency Communications (DPEC) will offer live training with 
GovWorx throughout the lifecycle of this deployment. 
 
Users will use the CommsCoach software to learn the following tools: 

- Wallboard 
- Coaching Content & Activities 
- Dashboard 
- Simulations

 
 
Training will be given at the completion of Communications Training Officer School and employees 
will be given a refresher at the start of a Training Academy. In addition, staff are required to complete 
quarterly trainings or refreshers to stay up to date with latest system upgrades, features, and 
operational procedures. 
 
10. Auditing & Oversight 
 
[Some details in this section have been withheld to protect operational security]  
 
CommsCoach

 systems generate comprehensive audit logs to support security monitoring and incident 
investigation. The audit logs capture: 

• Authentication events 
• File use events 
• User/group management 
• System events 
• Security events 

 
Each log captures what occurred, the source of the event, its outcome, and identifiers for any 
associated entities. Our audit logging implementation follows AWS GovCloud best practices, with 
additional application-specific logging for GovWorx systems.  
 
CommsCoach audit log storage is designed for long-term reliability. These logs include: 
  

• Capacity planning 
• Scalable architecture 
• Storage tiering 
• Compression 
• Monitoring 

  
Storage capacity planning ensures CommsCoach maintains sufficient space for the required 
minimum one-year retention period plus an additional buffer for unexpected increases in system 



 

   
 

  

activity or audit data volume. Storage metrics are reviewed monthly, with capacity adjustments made 
as needed. 
 
11. Data Equity  
 
A Privacy Impact Assessment was conducted in collaboration with GovWorx, DPEC, and the Long 
Beach Data Privacy Office to assess the equity impacts of this technology. A copy of this Proposed 
Use Policy will be shared with the public for comment, per the City’s Data Privacy Policy.  
 
Evaluation execution relies on underlying OpenAI models. See article below for known bias in 
OpenAI. CommsCoach platform evaluates telecommunicator performance through objective, 
binary criteria. Questions that are answered simply as true or false, yes or no. 
https://help.openai.com/en/articles/8313359-is-chatgpt-biased. 
 
Robustness: user overrides and transcription corrections are used by our data science team to 
continuously test and refine base prompts. There is also a permission to allow overrides to update 
the criteria conditions programmatically. 
 
12. Legal Compliance 
 
This project and its associated data practices outlined above comply with all applicable local, 
state, and federal laws, including but not limited to the Long Beach Data Privacy Policy, California 
Consumer Privacy Act (CCPA), the California Public Records Act (CPRA), HIPAA, CJIS, and PCI-DSS 
standards. 

 
13. Approval & Acknowledgement 
Submitted by: Gabriela Jilek (Communications Center Officer), Melina Runnels (Operations 
Coordinator), & Daniel Badajos (Acting Systems Coordinator) 
Date: 7/22/25 
Approved by: Omar Moncayo, Data Privacy Analyst 
Date of Approval: 7/23/25 
 
14. Revision Log 

Version Notes Date 
V1.0 Proposed Use Policy published __, 2025 

 

 

https://help.openai.com/en/articles/8313359-is-chatgpt-biased.
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