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I SCOPE
The Human Resources Management System (HRMS) is the City’s system of record housing
all employee personnel and payroll data. The HRMS Access Policy applies to all persons
who require access to HRMS to perform their duties. Access to HRMS is restricted to full-
time permanent employees of the City of Long Beach (City), while exceptions may be
made on a case-by-case basis for non-career and contract employees with the approval
of the Human Resources Director or their designee.

Il. POLICY STATEMENT

In conjunction with the Technology and Innovation Department (TID), the City of Long
Beach Human Resources Department is committed to maintaining the integrity, security,
and appropriate usage of the data stored in HRMS. This policy governs the principles and
procedures for granting, managing, monitoring, and revoking access to HRMS, and
ensuring data integrity, confidentiality, and security of confidential information. The
policy aims to prevent unauthorized access, modifications, deletions, or tampering with
confidential data.

1. REASON FOR THE POLICY

The HRMS Access Policy is established to support the integrity and security of the HRMS.
By limiting access to authorized users, the policy aims to prevent unauthorized access,
modifications, deletions, or tampering with confidential data. This safeguards the
accuracy and reliability of employee records, payroll information, and other critical data.
By adhering to this policy, the City of Long Beach Human Resources Department can
uphold its commitment to data protection, privacy, and responsible information
management.

Iv. PERMISSION LEVEL DEFINITIONS
Permission levels determine a user’s ability to view and/or modify data within HRMS.
Permission levels are based on the user’s responsibilities and department affiliation. For
more details, please refer to the Quick Reference Guide (QRG) related to the Permission
Level Definitions document.



https://www.longbeach.gov/globalassets/hr/media-library/documents/jobs/job-descriptions-and-compensation/qrg-hrms-security-permission-level-definitions
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POLICY

HRMS Access Control and Security

a.

Access to HRMS is limited to full-time permanent employees of the City who require
access to perform their duties. Non-career and contract employees may be granted
access to HRMS on a case-by-case basis, subject to review and approval by the HR
Director or their designee.

Authorized personnel accessing HRMS are responsible for maintaining the
confidentiality and security of all data and sensitive information within the system.
Employees must protect all non-public and proprietary information in accordance
with applicable agreements and public laws. Cybersecurity measures shall always be
adhered to, safeguarding HRMS data from unauthorized access, loss, theft, or
misuse.

HRMS access is solely for performing official personnel and payroll duties and
responsibilities. Employees shall not share their HRMS credentials or allow
unauthorized individuals to access the system using their credentials. Any suspected
unauthorized access or security breaches must be reported immediately to HR’s
Systems Management Manager.

The Human Resources Department will regularly review and audit HRMS access to
ensure compliance with this policy. Access permissions shall be granted based on the
principle of least privilege, providing users only the level of access necessary to
perform their specific job functions. Access privileges may be modified, suspended,
or revoked at any time based on changes in job roles, termination of employment,
or as deemed necessary for security reasons.

All authorized personnel with HRMS access shall review the HRMS manual and
undergo appropriate training on data security offered by the City. The Human
Resources Department will conduct periodic awareness campaigns to reinforce the
importance of adhering to this policy.

Access Management Process

The process for granting HRMS access consists of several steps to evaluate,
approve, and manage access requests:

e Submission
o Requests for HRMS access, including modifications or removals, are
submitted using the SPARK software and the Human Resources catalog
ticket, Human Resources Employee System Access Request. Requests



https://lbnet-longbeach.msappproxy.net/globalassets/department/hr/documents/payroll-and-personnel--information/hrms-manual-w-bookmarks.pdf
https://cityoflongbeachprod.service-now.com/esc?id=sc_cat_item&sys_id=8be9e4851b570d50dcd499f32a4bcb85
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must be approved by the department Administrative Officer (AO).
The AO is responsible for verifying the business need for the access
request and ensuring that signed copies of the City of Long Beach
Employee Confidentiality Agreement are on file for authorized
personnel.

e Evaluation
o All requests must include the employee's name and classification, the

justification for the request, the department name, and the name of an
employee the permission level will mirror. The employee’s name must
be listed in the “requested for” field.

Access to the HRMS is restricted to full-time permanent employees of
the City, while exceptions may be made on a case-by-case basis for non-
career and contract employees with the approval of the HR Director or
their designee. For non-career and contract employees, HR will send the
requesting department a HRMS Security Access Justification form for
additional information. If granted, access to non-career employees or
contractors is limited to nine months. Extensions may be considered by
the HR Director or their designee on a case-by-case basis.

e Approval

o

HR will review access requests to ensure alignment with this Policy. If
approved, the necessary actions are taken to grant the approved access
level to HRMS.

e Continuous Monitoring

o

It is the Department’s responsibility to ensure the department users have
appropriate security levels in HRMS. In the event of any personnel
changes that require a user's access level to be adjusted or removed,
department AO is responsible to notify HR by submitting the necessary
changes via SPARK in a timely manner.

e Annual Audit

o

HR will conduct an annual audit and provide departments with a list of
users and their permission levels. Administrative Officers or their
designees are required to confirm a continued business need for each
user’s HRMS access and permission level or make changes as appropriate.


https://lf.longbeach.gov/Forms/ConfidentialityAgreement
https://lf.longbeach.gov/Forms/ConfidentialityAgreement
https://forms.office.com/g/nRpK7nXtZx
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Additional users will not be added as part of the annual audit. All new user
requests must come via a SPARK - Human Resources Employee System Access
Request.

VI. RELATED INFORMATION

Policy AR 8-30: City Technology, Equipment, and Resources

Policy TICS 1-002140: Cyber Security Awareness & Training Standards

Policy TICS 1-002560: User Account Management Standards

VII. REVISION HISTORY (IF APPLICABLE)

Vill. APPENDENCIES OR REFERENCES (IF APPLICABLE)
APPROVED:

— =

Thomas B. Modica Date
City Manager

8/14/26



https://cityoflongbeachprod.service-now.com/esc?id=sc_cat_item&sys_id=8be9e4851b570d50dcd499f32a4bcb85
https://cityoflongbeachprod.service-now.com/esc?id=sc_cat_item&sys_id=8be9e4851b570d50dcd499f32a4bcb85
https://www.longbeach.gov/globalassets/city-manager/media-library/documents/notices-and-policies/administrative-regulations/section--8---general/8-30-city-technology--equipment--and-resources
http://lbnet/globalassets/department/technology--innovation/documents/cyber-security/standards--guidelines/cyber-security-awareness-training-standards.pdf
http://lbnet/globalassets/department/technology--innovation/documents/cyber-security/standards--guidelines/cyber-security-awareness-training-standards.pdf
http://lbnet/globalassets/department/technology--innovation/documents/cyber-security/standards--guidelines/user-account-management-standards.pdf

