
 

Administrative Regulations 
 
 
Number AR 8-30 
Issue 2 
 
Subject:  City Technology, Equipment, and Resources 
 
I. Purpose 
 

To guide the appropriate operation and/or use of the City’s Electronic Messaging 
Accounts, and City provided Technology, Equipment, and Resources, including, 
but not limited, to desktop, laptop, notebook computers and computing systems, 
networks, software, internal and external e-mail, the Internet and intranet as well 
as communications-related tools and other electronic media such as tablets, smart 
phones, cell phones, pagers, fax machines, copiers, voicemail, and any electronic 
device purchased by the City, but not listed (collectively referred to hereafter as 
“technology, equipment, and resources”).   
 
This Regulation also covers personally-owned devices used in the course of 
employment, including tablets, laptops, and smart phones.  Covered Individuals 
are to ensure the City’s Technology, Equipment, and Resources are secure and 
reliable while enhancing the productivity, efficiency, and effectiveness of City 
operations.  The intent of this Regulation is to prevent inappropriate use of the 
City’s Technology, Equipment, and Resources that may expose the City to risks 
and viral attacks, compromise of network systems and services, and legal issues. 
 

II. Definitions 
 
For the purposes of this Regulation, these terms are defined as follows: 

 
A. Cloud-Based e-mail, Office Productivity Software and Internet-based 

Applications:  Software authorized for use pursuant to Department of 
Technology and Innovation (TI Department) standards and procedures that 
is accessible from any personal computer or device via the Internet.  

 
B. City Business:  Information relating to the conduct of the public’s business 

or communications concerning matters within the subject matter of the 
City’s jurisdiction.  Resolution of the question of what information or 
communication constitutes “city business” will involve an examination of 
several factors, including: (a) the content itself; (b) the context in, or purpose 
for which the communication was written; (c) the audience to whom it was 
directed; (d) the purpose of the communication; and (e) whether a writing 
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was prepared by a City official acting or purporting to act within the scope 
of his or her City employment.   

 
C. Contractor:  Any person who contracts with the City through an agreement 

to supply certain materials or provide services for a period of time and/or 
compensation; not a City employee.  Contractors are included in the scope 
of “Covered Individuals.” 

 
D. Covered Individual:  All current employees, contractors, consultants, 

commissioners (if applicable), third-party employees, interns, and 
volunteers who are provided access to the City’s technology, equipment, 
and resources. 

 
E. California E-Discovery Law:  California Assembly Bill 5 (Electronic 

Discovery Act) requires processes and technologies to be in place related 
to finding and managing electronically stored information that might be 
relevant in a foreseeable legal dispute.  The law requires the agency to stop 
any automated or regular purging of relevant electronically stored 
information at the first notification that a legal dispute may be forthcoming. 

 
F. California Electronic Communications Privacy Act (CalECPA) SB 178:  

Limits a government entity from being able to search or access non-Public 
Records on an electronic device (e.g., smart phone, computer) or electronic 
information on a network (e.g., e-mail) without a search warrant or court 
order. Also refer to Policy Regarding Use of Private Electronic Devices to 
Conduct City Related Business. 

 
G. California Public Records Act (PRA):  State law found in California 

Government Code, Section 6250 et seq., concerning the disclosure of 
public records.  Under the California PRA, records maintained by the City 
are subject to inspection by the public upon request unless specifically 
exempted from disclosure under the law. 

 
H. Cyber Security Standards:  A set of standards and procedures related to 

cyber security that are established by the TI Department, which detail the 
obligatory requirements of Covered Individuals to protect the Technology, 
Equipment, and Resources of the City. 

 
I. Electronic Communication:  Any and all electronic transmission or any 

record thereby created, regardless of the manner in which the record has 
been stored.  “Electronic Communications” include e-mails, texts, instant 
messaging, voicemails, and also include communications on or within 
commercial applications (apps) such as Facebook Messenger, Twitter, 
Snap Chat, WhatsApp, etc.  

 
J. Electronic Messaging Account:  Any account that creates, sends, receives, 

or stores electronic communications.  
 



AR 8-30 Issue 2 
Page 3  

K. Internet:  A world-wide collection of publicly accessible networks linked 
together for the exchange of information and services. 

 
L. Intranet:  The private network accessible only to City of Long Beach 

Covered Individuals that enable the exchange of information or enable 
operations of city services that is generally not available to the public from 
the Internet.  

 
M. Technology, Equipment, and Resources:  Desktop, laptop, notebook 

computers and computing systems, networks, software, internal and 
external e-mail, the Internet and intranet, communications-related tools, and 
data storage tools and other electronic devices such as tablets, smart 
phones, cell phones, pagers, fax machines, copiers and voicemail designed 
for individual use for applications and processes such as word processing, 
financial analysis, data management, graphic presentations and 
communications methods, and anything not currently identified but 
purchased by the City or systems, equipment, or programs used in the 
course of employment for use in its operations. 

 
III. Scope 
 

This Regulation is applicable to all current employees, contractors, consultants, 
commissioners (if applicable), third-party employees, interns, and volunteers 
(hereafter “Covered Individuals”) who are provided access to the City’s 
Technology, Equipment, and Resources and who work in departments and offices 
directly responsible to the City Manager.  It is requested that elected and appointed 
officials and their employees, contractors, consultants, commissioners (if 
applicable), third-party employees, interns, and volunteers of other independent 
offices, commissions, boards, and departments who are provided access to the 
City’s Technology, Equipment, and Resources as necessary for business 
purposes with the City also comply with this policy for administrative uniformity.   

 
IV. Amendment 
 

This Regulation may be amended by the City Manager at any time. 
 

V. Policy 
 

The following conditions of employment/service apply to all Covered Individuals 
for their use of technology, equipment, and resources: 
 
A. Use of Technology 

 
1. All City provided technology, equipment, and resources, including 

other application software, are formal communication and analytic 
tools.  They should be used for business-related purposes in a 
professional and courteous manner.  Any use of City computer 
equipment for personal purposes, including sending and receiving e-
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mails and Internet access, shall be limited to brief, infrequent usage 
dealing with personal matters that can only be addressed during 
work hours.  Such use may be made only during the time that does 
not interfere with the efficient provision of work, and provided that the 
use does not directly or indirectly interfere with City computer 
systems or services, burden the City with additional incremental cost, 
or violate other existing policies and procedures.  Covered 
Individuals should be aware that the access and use of City provided 
Technology, Equipment, and Resources is monitored and can be 
audited to ensure compliance with this and other policies. 
 

2. City e-mail users should use care when sending e-mail messages 
from City supplied e-mail addresses.  Messages should be 
professional, which includes refraining from the use of profanity, lewd 
images or comments, harassing comments or other messaging that 
would not be appropriate for city communication.  The text of any e-
mail or any other communication should be appropriate to be sent as 
a signed letter on City letterhead, and in compliance with the City’s 
Style Guide.  

 
3. Hardware or software requested by a user is subject to TID 

standards and procedures to ensure that they are installed in 
appropriate locations, properly authorized and secure. 

 
4. Cloud based e-mail, office productivity software, and other Internet-

based applications used by the City may be accessed from any 
computer, tablet, phone or other device with access to the Internet.  

 
5. Covered Individuals that are provided a City e-mail account are 

required to manage and maintain their electronic mailboxes pursuant 
to this Policy.  This includes ensuring e-mails are checked on a 
regular basis and purged in accordance to department records 
retention polices.  Non-Management employees are not permitted to 
access the City cloud-based software accounts outside of their 
regular business hours without appropriate authorization from their 
department head or designee. 

 
6. Any documents created using the City’s software and stored on the 

City’s network, including cloud storage, is considered City property 
and may be subject to California Public Records Act (PRA) and other 
laws and regulations that apply to public agency information.  
Typically, transitory information that is of a temporary or brief 
duration, not meant to be kept for future reference and whose value 
is comparatively short-lived, including but not limited to, texts, instant 
messaging, voicemail, or e-mail messages are not the types of 
required to be maintained by the City or Covered Individual.  
However, transitory communications may be subject to a Public 
Records Act request if they involve City Business, and the Covered 
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Individual elects to retain the communication on their City-owned or 
privately-owned devices or accounts.  If a Covered Individual is 
unsure whether a particular record is a City record for retention 
purposes, the Covered Individual should contact the City’s Records 
Coordinator, his or her immediate supervisor, or the City Attorney’s 
office. 

 
7. The City’s Electronic Messaging Accounts, such as e-mail, text and 

instant messaging, shall be used for transmission, not storage.  The 
City provides these accounts to Covered Individuals as a convenient 
and efficient method of rapidly communicating transitory information 
in an electronic format.  These accounts are specifically intended and 
designed to be a tool for transmission of information, and not a tool 
for storage of information.  Any e-mail, text or instant message that 
must be retained should be preserved and transferred to an 
appropriate storage format.  Examples of appropriate storage 
formats include saving the information in a document management 
system, printing a hardcopy, or saving the information as a PDF or 
image file.   

 
8. All Covered Individuals using electronic messaging accounts as a 

means of communication are individually accountable for 
determining if the content of the electronic communication, whether 
sent or received, is subject to their respective department’s records 
retention policies.   

 
9. In accordance with California E-Discovery Law, it is the responsibility 

of the Covered Individual to cease destruction of any relevant 
electronic information concerning any reasonably foreseeable 
litigation action.  

 
10. City departments may have additional technology use requirements 

that further extend or restrict the terms and conditions of use of 
Technology, Equipment, and Resources for their respective Covered 
Individuals.  

 
B. Privacy 

 
1. City Technology, Equipment, and Resources are the sole and 

exclusive property of the City and may be monitored when the City 
deems it necessary and are subject to search and the obligation to 
surrender at any time by the City.  Covered Individuals do not have 
an expectation of privacy in the content of any electronic 
communication sent or received on a City account of communication 
utilizing City technology, equipment, and resources. All files, 
including e-mails, texts, instant messages, videos, and electronic 
communication are property of the City and are subject to review, 
and audit even if sent as authorized incidental personal use of the 
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computer.  Refer to the City’s Policy Regarding Use of Private 
Electronic Devices to Conduct City Related Business for additional 
information. 

2. All City digital content, including e-mails and videos are be subject to 
California E-Discovery laws and/or deemed as electronic public 
records subject to inspection and copying under the California Public 
Records Act (PRA). 

 
3. Internet access offered on the City Network is intended to be used in 

the course of employment. Covered Individuals do not have any 
expectation of privacy regarding websites accessed through the 
City’s computers and network systems.  The City may monitor 
individual Internet access and produce reports documenting Internet 
use. Public Access to the Internet is governed by Administrative 
Regulation 8-26. 
 

C. Security and Restrictions 
 
1. The use of City Technology, Equipment, and Resources should 

conform with relevant TI Department Cyber Security Standards.  
 
2. The use of City Technology, Equipment, and Resources should be 

authenticated via a UserID and strong password or other alternative 
authentication methods pursuant to TI Department standards and 
procedures (refer to Administrative Regulation 8-29 - Network 
Password Policy for strong password guidelines).  

 
3. Covered Individuals are responsible for the maintenance, security, 

and use of their personal password as it provides an audit trail for 
system activity.  Covered Individuals should not allow the use of their 
account by others. 

 
4. When not using the computer, Covered Individuals are to log-off or 

lock their device. 
 
5. If a Covered Individual’s City device is lost or stolen, he/she is 

required to report it immediately or on the next business day to both 
their department and the TI Department. A police report may also be 
required. If a Covered Individual suspects that unauthorized access 
to a City device has taken place, he/she is required to report the 
incident to both their department and the TI Department. 

 
6. The following are restricted activities under this policy: 

 
a. The City prohibits unauthorized copying, transfer, or 

reproduction of City-owned software. Loading of privately-
owned software, or non-City software, must be approved in 
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advance by the department head, or designee, and the TI 
Department.     

 
b. Covered Individuals shall not send or share data or files that 

disclose sensitive, personal, confidential or proprietary 
information without the appropriate authorization from the City 
Attorney’s Office.  It is incumbent upon Covered Individuals to 
treat this information with the utmost respect and to ensure 
that it is only used for legitimate work purposes and conforms 
with applicable TI Department standards and procedures. 

 
c. Covered Individuals shall not attempt to decode system or 

user passwords; or read, delete, copy or modify data in a 
system in which they are not an authorized user of; or attempt 
to gain unauthorized access to any City technology, 
equipment, and resource.  

 
d. Covered Individuals shall not share passwords with anyone.  

Passwords shall not be revealed in electronic 
communications.  All passwords are to be treated as 
confidential City information. 

 
e. Covered Individuals shall not use City-provided Technology, 

Equipment, and Resources to engage in non-City related 
social activities, individual charity sponsorships, political 
activities, commercial use for profit, outside employment, or 
any other activities outside of their job scope.  

 
f. Covered Individuals shall not use City-provided technology, 

equipment, and resources, social media, City e-mail, texting, 
instant messaging or Internet access to create, send, forward, 
reply to, transmit, store, display, copy, download, read, or print 
inappropriate material.  This includes, but is not limited to, 
material that is: unlawful or illegal, obscene or pornographic, 
copyrighted, defamatory, threatening, offensive, or violates 
the City’s discrimination or harassment policies.   

 
g. Covered Individuals shall use caution when using City-

provided technology, equipment, and resources, or City 
provided Internet access to log on to personal e-mail accounts 
due to the potential of exposing the City’s information systems 
and network to viruses, “worms” or other unauthorized 
programs. 

 
h. Covered Individuals shall not download or install audio, video, 

or data files on City equipment for personal use, including but 
not limited to, photos, music and movies. 
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i. Non-management City employees who have access to the e-
mail system (including texts or any other type of instant 
messaging) from any personal device, City-issued device, 
and/or e-mail account while off-duty shall not perform any 
work or take action unless action on the e-mail unless it is an 
operational necessity and additional work hours have been 
approved by the employee’s supervisor in advance or the 
employee is on call or standby.  The employee’s supervisor 
and the Department of Human Resources must review and 
approve requests for non-management personnel to utilize 
and/or synchronize City e-mail on personal, personally-owned 
devices according to the Employee-Owned Mobile 
Device/City E-mail Synchronization Policy. Approval will only 
be granted in writing on a limited basis and only when 
absolutely necessary. 

 
j. Covered Individuals shall not place confidential or restricted 

City data or files on any removable media/storage devices, 
including flash drives or thumb drives, and other non-City 
cloud-based storage sites unless authorization has been 
received by his/her Department head or designee. If a 
removable device is used, the device must be encrypted as 
well as password protected. If the removable media/storage 
device is lost or stolen, the loss should be reported 
immediately to his/her Department head or designee and the 
TI Department. 

 
k. Covered Individuals shall not place information that is 

protected by State and/or Federal law (i.e., social security 
numbers, health or medical information) on a removable 
media/storage device. 

 
l. Covered Individuals are encouraged to store files on the City 

network or other City authorized storage system and avoid 
solely storing files on local devices such as the local C drive 
on desktops and laptops, unless appropriate authorization 
has been received by his/her department head or designee.  
This will ensure the information is included in the regular 
backup and still available in the event of a system failure. 

 
VI. Violations 

 
Covered Individuals who violate this policy may have their computer and 
technology system usage and access, and related privileges, revoked or 
suspended, and may be subject to disciplinary action, up to and including 
termination.  Violations of local, state, and federal laws carry additional penalties. 
 
 



AR 8-30 Issue 2 
Page 9  

 
 
 

VII. Termination of Employment or Contract 
 
A. When a Covered Individual is terminated or released from employment or 

their contract, the department is responsible to notify the TI Department and 
that user’s City Log-In account will be disabled following the last day of the 
pay period in which the employment ended or contract ended, or earlier if 
requested by the department or City management.  The department is also 
responsible to notify owners of systems that are not integrated into the City’s 
centralized authentication system in order for account access to be 
terminated for those systems. 

 
B. When a Covered Individual is terminated or released from employment or 

their contract, upon notification from the department pursuant to the TI 
Department’s standards and procedures, that Covered Individual’s access 
to accounts will be revoked as soon as possible.  Departments are required 
to notify the TI Department if a user’s account should be archived due to 
pending or potential future investigations.  See section IX below.  

 
C. The Department may request access to and/or retain a copy of the former 

Covered Individual’s data files (local and network files) and e-mails after the 
Covered Individual is no longer employed by the City.  This request should 
be submitted pursuant to the TI Department’s standards and procedures 
prior to a user’s end date or at the time of notification of termination/release.  

 
VIII. E-Mail Retention 

 
A. The City will retain e-mails of former Covered Individuals for 30 days. 
 
B. Any former Covered Individual involved in active or potential litigation with 

the City shall have his/her e-mails preserved until the litigation is resolved.   
 
C. e-mails that document substantive City Business need to be retained 

according to the retention period associated with the function of the e-mail 
documents, pursuant to the department’s records retention policy and 
preserved and transferred to an appropriate storage format 

 
D. A department is responsible for notifying the TI Department if a former 

Covered Individual’s e-mail account should be retained longer than 30 days.   
Pursuant to the Policy Regarding Use of Private Electronic Devices to 
Conduct City Related Business, some e-mail accounts should be retained 
for a period of one year.  This includes but is not limited to Elected Officials, 
executive management, department heads, and bureau managers. 

 
IX. Policy Acknowledgement 
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A. All Covered Individuals shall acknowledge receipt of this policy by signing a 
Condition of Employment/Service Acknowledgement form indicating they 
have received, read, understand, and will abide by its provisions.  If a 
Covered Individual declines to sign, a witness shall make a notation that the 
individual has received the information. 

 
B. The original form shall be placed in the personnel file and a copy shall be 

given to the Covered Individual, or attached to a contractor’s service 
agreement. 

 
X. Roles and Responsibilities 
 

A. Newly Covered Individuals shall be given this document during the 
orientation process. 

 
B. Each department head shall be responsible for enforcing compliance 

with this policy by Covered Individuals. 
 
C. Covered Individuals are responsible for complying with this policy. 

Managers and supervisors are responsible for enforcing this policy. 
The TI Department is responsible for assisting and administering this 
policy. 

 
D. Covered Individuals who violate this policy may be subject to 

disciplinary action up to action and including termination. 
 
E. If a City contractor or third-party user knowingly or negligently 

commits or permits a material violation of this policy, the City may 
terminate the contract in accordance with its terms and/or terminate 
the contractor’s or third-party user’s access to City information 
processing facilities, information systems, and information, in 
addition to any legal or remedies. 

 
XI. Effective Date 

 
This Regulation shall take effect immediately. 
 

XII. References 
 
 Administrative Regulation 8-29 – Network Password Policy  
 California Electronic Discovery Act 
 California Electronic Communication Privacy Act  
 California Public Records Act 
 Freedom of Information Act 
 Policy Regarding Use of Private Electronic Devices to Conduct City Related 

Business 
 TI Department – Employee-Owned Mobile Device City Synchronization Policy 





City of Long Beach Department of Human Resources 
 

City Technology, Equipment, and Resources Policy Statement and Conditions of 
Employment/Service Acknowledgement Form (Personnel Policy AR 8-30) 

 
The City of Long Beach supplies Technology, Equipment and Resources to employees and 
independent contractors to enhance the productivity, efficiency and effectiveness of City operations. It 
is a condition of employment/service that all current employees and independent contractors (hereafter 
“Covered Individuals”) who have access to the City’s Technology, Equipment and Resources comply 
with the following Conditions of Employment/Service: 
 
USE OF TECHNOLOGY 

1. All City-provided technology, equipment, and resources, including other application software, are 
formal communication and analytic tools.  They should be used for business-related purposes in 
a professional and courteous manner.  Any use of City computer equipment for personal purposes, 
including sending and receiving e-mails and Internet access, shall be limited to brief, infrequent 
usage dealing with personal matters that can only be addressed during work hours. Such use may 
be made only during the time that does not interfere with the efficient provision of work, and 
provided that the use does not directly or indirectly interfere with City computer systems or 
services, burden the City with additional incremental cost, or violate other existing policies and 
procedures.  Covered Individuals should be aware that the access and use of City provided 
Technology, Equipment, and Resources is monitored and can be audited to ensure compliance 
with this and other policies. 

2. City e-mail users should use care when sending e-mail messages from City supplied e-mail 
addresses.  Messages should be professional, which includes refraining from the use of 
profanity, lewd images or comments, harassing comments or other messaging that would 
not be appropriate for city communication.  The text of any e-mail or any other communication 
should be appropriate to be sent as a signed letter on City letterhead, and in compliance with the 
City’s Style Guide. 

3. Hardware or software requested by a user is subject to TI Department standards and procedures 
to ensure that they are installed in appropriate locations, properly authorized and secure. 

4. Cloud based e-mail, office productivity software, and other Internet-based applications used by 
the City may be accessed from any computer, tablet, phone or other device with access to the 
Internet. 

5. Covered Individuals that are provided a City e-mail account are required to manage and maintain 
their electronic mailboxes pursuant to this Policy. This includes ensuring e-mails are checked on 
a regular basis and purged in accordance to department records retention polices.  Non-
management employees are not permitted to access the City cloud-based software accounts 
outside of their regular business hours without appropriate authorization from their department 
head or designee. 

6. Any documents created using the City’s software and stored on the City’s network, including cloud 
storage, is considered City property and may be subject to California Public Records Act (PRA) 
and other laws and regulations that apply to public agency information.  Typically, transitory 
information that is of a temporary or brief duration, not meant to be kept for future reference and 
whose value is comparatively short-lived, including, but not limited to, texts, instant messaging, 
voicemail, or e-mail messages are not the types of required to be maintained by the City or 
Covered Individual.  However, transitory communications may be subject to a Public Records Act 
request if they involve City Business, and the Covered Individual elects to retain the 
communication on their City-owned or privately-owned devices or accounts.  If a Covered 
Individual is unsure whether a particular record is a City record for retention purposes, the Covered 



 
Individual should contact the City’s Records Coordinator, his or her immediate supervisor, or the 
City Attorney’s office. 

7. The City’s Electronic Messaging Accounts, such as e-mail, text and instant messaging, shall be 
used for transmission, not storage.  The City provides these accounts to Covered Individuals as a 
convenient and efficient method of rapidly communicating transitory information in an electronic 
format.  These accounts are specifically intended and designed to be a tool for transmission of 
information, and not a tool for storage of information.  Any e-mail, text or instant message that 
must be retained should be preserved and transferred to an appropriate storage format.  Examples 
of appropriate storage formats include saving the information in a document management system, 
printing a hardcopy, or saving the information as a PDF or image file. 

8. All Covered Individuals using electronic messaging accounts as a means of communication are 
individually accountable for determining if the content of the electronic communication, whether 
sent or received, is subject to their respective department’s records retention policies. 

9. In accordance with California E-Discovery Law, it is the responsibility of the Covered Individual to 
cease destruction of any relevant electronic information concerning any reasonably foreseeable 
litigation action. 

10. City departments may have additional technology use requirements that further extend or restrict 
the terms and conditions of use of Technology, Equipment, and Resources for their respective 
Covered Individuals. 

 
PRIVACY 

1. City Technology, Equipment, and Resources are the sole and exclusive property of the City and 
may be monitored when the City deems it necessary and are subject to search and the obligation 
to surrender at any time by the City.  Covered Individuals do not have an expectation of privacy in 
the content of any electronic communication sent or received on a City account of communication 
utilizing City technology, equipment, and resources.  All files, including e-mails, texts, instant 
messages, videos, and electronic communication are property of the City and are subject to 
review, and audit, even if sent as authorized incidental personal use of the computer.  Refer to the 
City’s Policy Regarding Use of Private Electronic Devices to Conduct City-Related Business for 
additional information. 

2. All City digital content, including e-mails and videos are be subject to California E-Discovery laws 
and/or deemed as electronic public records subject to inspection and copying under the California 
Public Records Act (PRA). 

3. Internet access offered on the City Network is intended to be used in the course of employment. 
Covered Individuals do not have any expectation of privacy regarding websites accessed through 
the City’s computers and network systems.  The City may monitor individual Internet access and 
produce reports documenting Internet use.  Public access to the Internet is governed by 
Administrative Regulation 8-26. 

 
SECURITY AND RESTRICTIONS 

1. The use of City Technology, Equipment, and Resources should conform with relevant TI 
Department Cyber Security Standards. 

2. The use of City Technology, Equipment, and Resources should be authenticated via a UserID and 
strong password or other alternative authentication methods pursuant to TI Department standards 
and procedures (refer to Administrative Regulation 8-29 - Network Password Policy for strong 
password guidelines). 



 
3. Covered Individuals are responsible for the maintenance, security, and use of their personal 

password as it provides an audit trail for system activity.  Covered Individuals should not allow the 
use of their account by others. 

4. When not using the computer, Covered Individuals are to log-off or lock their device. 

5. If a Covered Individual’s City device is lost or stolen, he/she is required to report it immediately or 
on the next business day to both their department and the TI Department.  A police report may 
also be required.  If a Covered Individual suspects that unauthorized access to a City device has 
taken place, he/she is required to report the incident to both their department and the TI 
Department. 

6. The following are restricted activities under this policy: 

A. The City prohibits unauthorized copying, transfer, or reproduction of City owned software. 
Loading of privately-owned software, or non-City software, must be approved in advance by 
the department head or designee, and the TI Department. 

B. Covered Individuals shall not send or share data or files that disclose sensitive, personal, 
confidential or proprietary information without the appropriate authorization from the City 
Attorney’s Office.  It is incumbent upon Covered Individuals to treat this information with the 
utmost respect and to ensure that it is only used for legitimate work purposes and conforms 
with applicable TI Department standards and procedures. 

C. Covered Individuals shall not attempt to decode system or user passwords; or read, delete, 
copy or modify data in a system in which they are not an authorized user of; or attempt to 
gain unauthorized access to any City technology, equipment, and resource. 

D. Covered Individuals shall not share passwords with anyone.  Passwords shall not be revealed 
in electronic communications.  All passwords are to be treated as confidential City 
information. 

E. Covered Individuals shall not use City-provided Technology, Equipment, and Resources to 
engage in non-City related social activities, individual charity sponsorships, political activities, 
commercial use for profit, outside employment, or any other activities outside of their job 
scope. 

F. Covered Individuals shall not use City-provided technology, equipment, and resources, social 
media, City e-mail, texting, instant messaging or Internet access to create, send, forward, 
reply to, transmit, store, display, copy, download, read, or print inappropriate material.  This 
includes, but is not limited to, material that is: unlawful or illegal, obscene or pornographic, 
copyrighted, defamatory, threatening, offensive, or violates the City’s discrimination or 
harassment policies. 

G. Covered Individuals shall use caution when using City-provided technology, equipment, and 
resources, or City provided Internet access to log on to personal e-mail accounts due to the 
potential of exposing the City’s information systems and network to viruses, “worms” or other 
unauthorized programs. 

H. Covered Individuals shall not download or install audio, video, or data files on City equipment 
for personal use, including but not limited to, photos, music and movies. 

I. Non-management City employees who have access to the e-mail system (including texts or 
any other type of instant messaging) from any personal device, City-issued device, and/or e-
mail account while off-duty shall not perform any work or take action unless action on the e-
mail unless it is an operational necessity and additional work hours have been approved by 
the employee’s supervisor in advance or the employee is on call or standby.  The employee’s 
supervisor and the Department of Human Resources must review and approve requests for 
non-management personnel to utilize and/or synchronize City e-mail on personal, personally-



 
owned devices according to the Employee-Owned Mobile Device City E-mail 
Synchronization Policy.  Approval will only be granted in writing on a limited basis and only 
when absolutely necessary. 

J. Covered Individuals shall not place confidential or restricted City data or files on any 
removable media/storage devices, including flash drives or thumb drives, and other non-City 
cloud-based storage sites unless authorization has been received by his/her Department 
head or designee.  If a removable device is used, the device must be encrypted as well as 
password protected. If the removable media/storage device is lost or stolen, the loss should 
be reported immediately to his/her department head, or designee, and the TI Department. 

K. Covered Individuals shall not place information that is protected by State and/or Federal law 
(i.e. social security numbers, health or medical information, etc.) on a removable 
media/storage device. 

L. Covered Individuals are encouraged to store files on the City network or other City authorized 
storage system and avoid solely storing files on local devices such as the local C drive on 
desktops and laptops, unless appropriate authorization has been received by his/her 
department head or designee.  This will ensure the information is included in the regular 
backup and still available in the event of a system failure. 

 
 




