CITY OF

I_O N G Memorandum

Date: December 22, 2025

To: Mayor and Members of the City Council
—y
From: Thomas B. Modica, City Manager /,///_

Subject: New Administrative Regulation 8-39: Data Privacy Policy

The purpose of Administrative Regulation (AR) 8-39 (attached) is to establish a
comprehensive City policy on data privacy, designed to safeguard the digital privacy
rights of the public, ensure security and control over City data and technology systems,
and maintain public trust as the City deploys new and emerging technologies. This
regulation outlines the standards and procedures for the collection, use, retention,
sharing, and protection of personally identifiable information (PII) within City operations.
It applies to all City departments and offices reporting directly to the City Manager, while
also requesting that elected offices and non-City Manager departments comply to
promote administrative uniformity. Per Administrative Regulation 1-1: Issuance and
Revision Instruction for Administrative Regulations, the City Attorney and City Auditor
reviewed the AR.

Purpose and Scope

The primary objective of AR 8-39 is to protect digital privacy rights, promote transparency
in data management practices, and build public confidence in how the City manages and
protects personal data. This policy applies to all new and existing City technology systems
that collect non-personnel PIl, including those operated by third-party vendors or
contractors. It also outlines the requirements for departmental compliance, with provisions
for policy adherence requests and exceptions under specific circumstances. This policy
complements existing Departmental procedures and establishes a new baseline for how
City Departments assess privacy risks and collect and manage data, setting minimum
standards for adherence.

Roles and Responsibilities

The Technology & Innovation Department (TID) is responsible for implementing and
maintaining this policy. The Data Privacy Lead and Data Privacy Office (DPO) will
oversee compliance, provide support to departments, and review this policy annually for
necessary updates. Departments are granted a three-year grace period to bring existing
systems into compliance.

Implementation and Next Steps
All City departments must acknowledge receipt of this policy, and staff will receive annual

training to ensure awareness and compliance. City staff fulfilled its obligation under
Government Code Section 3505 by completing the meet and confer process in advance
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of initiating or communicating this policy. Departments that already have data privacy
procedures in place may request adherence approval if those procedures meet the
requirements of AR 8-39. The Administrative Regulation will be posted on the City’s
intranet and website, with additional instructions distributed via electronic notice.

If you have any questions, please contact me or Lea Eriksen, Director of Technology &
Innovation, at (662) 570-6234 or lea.eriksen@longbeach.gov.

CC: DAWN MCINTOSH, CITY ATTORNEY
DoOuUGLAS P. HAUBERT, CITY PROSECUTOR
LAURA L. DouD, CITY AUDITOR
APRIL WALKER, ASSISTANT CITY MANAGER
TERESA CHANDLER, DEPUTY CITY MANAGER
MEREDITH REYNOLDS, DEPUTY CITY MANAGER
GRACE YOON, DEPUTY CITY MANAGER
TYLER BONANNO-CURLEY, DEPUTY CITY MANAGER
APRIL WALKER, ADMINISTRATIVE DEPUTY CITY MANAGER
KEVIN LEE, CHIEF PUBLIC AFFAIRS OFFICER
MONIQUE DE LA GARZzA, CITY CLERK
DEPARTMENT HEADS


mailto:lea.eriksen@longbeach.gov

CITY OF

I_O N G Administrative Regulations

Number: AR 8-39
Responsible Department: Technology & Innovation (TID)
Established Date: 12/9/25
Latest Revision Date: 12/9/25
Next Review Date: 12/9/27

Subject: Data Privacy Policy

. Purpose

a. The purpose of this Policy is to protect the public’s digital privacy rights, safeguard the
security and control of access to City data and technological systems, and secure the
public’s trust in the City’s utilization of new and emerging technologies.

b. To achieve these objectives, the Policy establishes guidelines and standards that
effectively protect the confidentiality, integrity, and availability of the City’s data, digital
information and technology systems. By making data management policies and
processes more transparent and accessible, we aim to increase the public’s trust and
confidence, allowing City residents to better understand how their data is used and
protected.

Il. Authority

a. The authority to implement this Administrative Regulation (AR) is established pursuant
to Section 302 (a) of the City Charter. This AR is issued in accordance with the Data
Privacy Guidelines Implementation Plan and reflects the City’s commitment to
incorporating privacy by design as we deploy new technologies and services in Long
Beach.

lll. Definitions

a. Personally Identifiable Information (PIl): Any information that can be used to identify
an individual, either on its own or when combined with other information.

b. Privacy Impact Assessment (PIA): A process used to evaluate the potential privacy
risks and impacts of a new or existing project, technology, or system.

c. Proposed Use Policy (PUP): A transparent guideline detailing the intended use of data
collected by a certain technology. Use policies can outline the purpose, authorized
use, data collection, data access, data retention, and training of technologies used by
the City.

d. Third parties: Any individual or organization that is not directly part of the City’s
Departments or workforce but is authorized to perform services or functions on behalf
of the City.

e. Digital Rights Platform: A website used to inform the public about the technologies
deployed throughout the City and the data they collect.


https://www.longbeach.gov/globalassets/smart-city/media-library/documents/data-privacy-guidelines-implementation-plan
https://www.longbeach.gov/globalassets/smart-city/media-library/documents/data-privacy-guidelines-implementation-plan
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f. Certificate of Destruction (COD): A document that states receipt and destruction of
sensitive and/or confidential data.

IV. Scope

a. This Privacy Policy is applicable to all City Departments, employees, and offices
directly responsible to the City Manager. Additionally, this Policy applies to all new
and existing external technology systems deployed by the City that collect non-
personnel Personally ldentifiable Information (PII), including those managed or
operated by third-party vendors and contractors. Furthermore, this Policy applies to
all Pll collected by City owned and operated technologies. In the interest of uniformity,
effectiveness, and completeness, it is requested that elective offices and other
independent offices and departments also comply with this regulation.

b. This Policy provides minimum requirements and will not duplicate existing work
efforts. If a Department, employee, or office has an existing policy or procedure in
place that satisfies this Policy’s requirements, they may request policy adherence
approval as detailed below. If approved, this is sufficient and would meet this Policy’s
requirements.

c. Approved Policy Adherence Requests: Departments may request adherence
approval with this Policy by submitting a formal request to the TID Data Privacy Lead
(DPL). Requests may be submitted for any number of reasons, but most commonly if
Departments have existing procedures that substantively satisfy this Policy’s
requirements and substantively satisfy the Privacy Evaluation Process requirements.
The DPL will review and provide a recommendation for approval or denial. Any new
policy adherence request must receive final approval from the City Manager’s Office.
When approved, such requests will be added to the list of Approved Requests,
accessible in Section XlI: References.

V. Policy

To the extent permissible by applicable federal, state, and local laws, including but not limited to
the California Consumer Privacy Act (CCPA), Health Insurance Portability and Accountability Act
(HIPAA), Criminal Justice Information Services (CJIS) standards, California Public Records Act
(CPRA), and Payment Card Industry Data Security Standard (PCI DSS), City Departments will
adhere to the following principles to protect individual privacy.

a. Data Transparency / Digital Rights Platform: The City is committed to maintaining
transparency in its data management practices and will provide public notice about
the collection, use, and sharing of personal information. The Technology & Innovation
Department (TID) will support the development and maintenance of a Digital Rights
Platform, to inform residents about the types of data collected by City owned and
operated technologies, the purpose for which it is used, and any third parties with
whom the data may be shared. This transparency ensures that residents can make
informed decisions about their interactions with the City and their data. Finally, to the
extent feasible the City will enhance transparency by requiring vendors handling City
data to undergo annual data privacy and security audits by a third-party. Whenever


https://oag.ca.gov/privacy/ccpa
https://www.cdc.gov/phlp/php/resources/health-insurance-portability-and-accountability-act-of-1996-hipaa.html
https://www.fbi.gov/file-repository/cjis_security_policy_v5-9_20200601.pdf/view
https://www.oag.ca.gov/sites/all/files/agweb/pdfs/publications/summary_public_records_act.pdf
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feasible and not subject to confidentiality agreements or security restrictions, the City
will share summaries of these audits on a public facing website to provide insight into
vendor accountability and data protection standards.

. Data Minimization: The City will minimize the collection and use of personally

identifiable information (PIl) by only collecting data that is essential to provide a
product or service. By evaluating the purpose and public benefit for which the data is
collected, the City will avoid gathering unnecessary or excessive data.

. Data Retention & Disposal: The City will retain information collected or provided by

residents for either a duration as required by law or regulation, including but not limited
to the California Public Records Act, and any state of federal data retention
requirements applicable to specific types of information (e.g., health data under
HIPAA) - or as is necessary to fulfill the purposes for which the data was originally
collected, whichever is lesser. City Departments are required to ensure that personally
identifiable information (PIl) is deleted after the retention period expires. The length of
time that the data is kept may vary depending on the project, contract, or agreement
in place. The City will require certificates of destruction (COD) after contract close or
project termination. In the event of a conflict between this Policy and the Public
Records Act, Sunshine Act, or other law governing the disclosure of records, the
aforementioned applicable law(s) will determine the City’s obligation in support of
open and transparent government.

. Data Sharing: The City will only share information collected or provided by residents

with third parties when required by law or regulation, when sharing is necessary to
fulfill the purposes for which the data was originally collected, for cybersecurity
purposes, and/or internal purposes within the City (including, but not limited to,
improving City services, analyzing community needs, conducting research and
analysis, improving public safety). In alignment with the LB Values Act, the City will
not share PIl with immigration enforcement agencies or other federal entities that
could endanger the safety, privacy, and trust of our community. Departments must
create and follow clear data governance procedures and establish information sharing
agreements with outside entities, ensuring that any shared data is protected by
appropriate safeguards. These agreements will strive to enable effective information
sharing while adhering to this Policy.

. Legal Compliance: The City is committed to ensuring that all personal data collection

and management practices comply with applicable local, state, and federal laws.
Additionally, the City will adhere to all applicable data protection laws and regulations,
such as Criminal Justice Information Services (CJIS), Health Insurance Portability and
Accountability Act (HIPAA), and Payment Card Industry (PCI). TID will annually review
and update its policies and procedures to reflect changes in the legal landscape.

Accountability: TID will create and organize repositories of documentation, available
for public review to ensure transparency. These repositories will host Privacy
Evaluation products such as the Privacy Impact Assessment, Proposed Use Policy, a
log of any changes made to this Data Privacy Policy, and other documentation related
to this Policy. By providing public access to these documents, TID aims to strengthen
trust and keep the community informed. In the event of data loss, a security breach,


https://www.ftb.ca.gov/your-rights/california-public-records-act.html
https://longbeach.legistar.com/View.ashx?M=F&ID=5861526&GUID=0510B9DF-CFB0-4C34-B156-22830F445AD8
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or negligent maintenance of information systems, the City will investigate and notify
affected individuals.

. Education & Training: TID will provide an annual mandatory education and training

for all employees on this Policy, its associated processes, and data privacy best
practices. This training will be added as an additional but distinct module to
employees’ required annual Cybersecurity Awareness training and delivered at the
same cadence. The training will take no more than 30 minutes to complete.
Completion of the training will be confirmed through an attestation checkbox that
confirms employees’ understanding of the Policy and the importance of protecting
personal privacy. Training programs will be designed to ensure that employees are
aware of their responsibilities and are equipped to handle PIl in a responsible and
ethical manner, in compliance with this Policy.

. Data Equity: The City is mindful of the diverse population it serves and will strive to

use data in ways that promote inclusivity and equitable outcomes for all residents. The
City seeks to ensure that Pll is only used in accordance with this Policy and aligned
with the Long Beach Code of Conduct and Ethics. Data collection practices will seek
to prevent discrimination, mitigate the impact of algorithmic bias, and ensure that all
community members are treated fairly.

VI. Violations

a. All City Departments, employees, offices, contractors, and vendors directly

responsible to the City Manager are required to comply with this Policy. Any suspected
or actual violation of this Policy must be reported immediately to the Data Privacy Lead
or Data Privacy Office (DPO). Prompt reporting is essential to mitigate and address
potential risks and ensure corrective actions are taken swiftly.

. Covered individuals who violate this policy and/or fail to comply with the mandatory

training required herein may be subject to disciplinary action, up to and including
termination. Violations of local, state, and federal laws may carry additional penalties,
and may be remanded to the proper authorities. In case of a significant data breach,
affected individuals and authorities will be notified.

VIl. Policy Acknowledgement

a. All covered individuals shall acknowledge receipt of this policy by signing a Condition

of Employment/Service Acknowledgement form indicating they have received, read,
understand, and will abide by its provisions. If a covered individual declines to sign, a
witness shall make a notation that the individual has received the information.

. The original form shall be placed in the personnel file and a copy shall be given to the

employee or attached to a contractor’s service agreement.

VIIl. Procedure / Application

The TID Data Privacy Lead (DPL) will oversee the implementation, maintenance, and adherence
to the Data Privacy Policy. The Data Privacy Lead will ensure that technologies and projects
comply with this Policy.

. Implementation of the Policy will include:
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i. Establishment of a Privacy Evaluation process to assist Departments and
information systems owners to incorporate and enforce the data privacy
standards outlined in this Policy into City technology systems and vendor
contracts.

ii. Formulation of a Data Privacy Office (DPO) to enforce this Policy and conduct
Privacy Evaluations. The DPO will include a Data Transparency Analyst and
Data Compliance & Security Analyst. These roles will collaborate with the Data
Privacy Lead to oversee the citywide rollout, maintenance, and compliance with
this Policy.

iii. Based on the recommendations of the Data Privacy Lead, Technology
Planning and Partnerships Officer, and Cyber Security Officer, the City
Manager may require Departments to effect modifications to technologies or
projects to comply with this Policy.

b. Departments will be granted a five-year grace period from the effective date of this

Policy to ensure full compliance with the new requirements for existing technology
systems. Email smart.city@longbeach.gov for assistance or guidance in getting your
Department up to compliance.

IX. Roles and Responsibilities

a. The City is supportive of the California Consumer Privacy Act (CCPA). This Policy

does not replace or alter the obligations of all vendors working with the City who fall
under the eligibility criteria of the CCPA.

. The Data Privacy Lead will review this Policy annually for updates and bring forward

updates for review by the City Manager, and the Technology and Innovation
Commission (TIC).

. To ensure accountability and continuous improvement, the Data Privacy Office will

establish performance indicators to measure its ability to effectively implement this
Policy. Indicators such as the time to complete privacy evaluations and the number of
exception to policy requests approved, will be tracked annually. These results will help
inform process improvements and ensure compliance with this Policy.

. In the event of a disagreement between a Department and TID regarding a

determination made as part of the Risk Threshold Analysis or Approval steps of the
Privacy Evaluation process, or a Policy Adherence or Exigent Circumstances Request
as described in this Policy - and if a resolution cannot be reached - the City Manager’s
Office will make a final determination.

X. Exceptions

Certain situations may require exceptions to this Data Privacy Policy:

a. Emergency Situations: Due to the individualized and serious nature of emergency

response efforts, a variety of Pll may be collected by first responders (e.g, Police, Fire,
Emergency Medical Services) and other authorized emergency personnel as needed.
Such data collection, use, and disclosure practices may fall outside the scope of this
Privacy Policy. Whenever possible, emergency responders will attempt to comply with
this Policy. In situations where immediate action is necessary as part of an incident



mailto:smart.city@longbeach.gov
https://cppa.ca.gov/regulations/pdf/cppa_act.pdf
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XI.

XIl.

response effort or an active criminal investigation, Departments may proceed with
acquisition or use of a new technology system that collects PII without delay, ensuring
that critical operations are not impeded. Once the immediate emergency situation has
been addressed, the Department will comply with this Policy.

. Employment Information: This Policy does not apply to City of Long Beach’s

employees’ or contractors’ personal information or personnel records (e.g., Job
history, Pay, etc.) obtained in the City’s capacity as an employer. Employment
information is covered under separate Human Resources policies.

. Covert Operations: This Policy does not apply to the City’s undercover or covert law

enforcement activities, including but not limited to undercover investigations and
related operations.

. Exigent Circumstances: Departments may request an exception to this Policy by

submitting a formal request to the DPL for exigent circumstances that make
adherence to the Policy’s requirements impossible or infeasible. The TID DPL will
review and provide a recommendation for approval or denial. Any new exception
request must receive final approval from the City Manager’s Office. When approved,
such exceptions will be added to the list of Approved Requests, accessible in Section
XIlI: References.

. State or Federal Legislation: In cases where specific state or federal law imposes

requirements that conflict with or supersede those outlined in this Policy, such
legislation will take precedence.

Appendix
a. City Data Privacy Policy: Acknowledgement Form
References

a. Link to Approved Policy Adherence or Exigent Circumstances Requests

i. Approved Policy Adherence or Exigent Circumstances Requests

b. Link to Privacy Evaluation Guide

i. Privacy Evaluation Guide

c. History of Data Privacy in Long Beach

i. Privacy Guidelines

ii. Privacy Guidelines Implementation Plan

iii. Data Privacy & Security Performance Audit

APPROVED:

”7275/% 12/22/25

CITY MANAGER DATE


https://longbeach.sharepoint.com/:w:/r/sites/TEAM-TI-SmartCities/_layouts/15/Doc.aspx?sourcedoc=%7BDFA7491A-A730-4669-A182-B242E94C55FB%7D&file=V2.Privacy%20Evaluation%20Guide%20Final%20For%20Review.docx&action=default&mobileredirect=true
https://www.longbeach.gov/globalassets/smart-city/media-library/documents/final_data-privacy-guidelines#:~:text=The%20City%20will%20practice%20data,for%20stated%20and%20public%20purposes.&text=public%20good%20and%20to%20bring,accomplish%20a%20clearly%2Dcommunicated%20purpose.
https://www.longbeach.gov/globalassets/smart-city/media-library/documents/data-privacy-guidelines-implementation-plan#:~:text=The%20City%20will%20practice%20data,for%20stated%20and%20public%20purposes.&text=serve%20the%20public%20good%20and,accomplish%20a%20clearly%2Dcommunicated%20purpose.
https://www.cityauditorlauradoud.com/wp-content/uploads/2022/04/Data-Privacy-and-Security-Performance-Audit-Summary-Report.pdf

